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ABSTRACT: [Objective] With the extensive integration of distributed nodes in new power systems into distribution
networks, frequent data interactions increase the risk of false data injection attacks (FDIA) on the distribution networks.
Conventional data-driven detection methods tend to treat all data holistically when mining data features, usually ignoring
individual characteristics in data from different nodes. To address this problem, this paper proposes a personalized federated
training method based on maximum information coefficient for false data injection attack detection in distributed renewable
energy scenarios. [Methods] The proposed method deploys the detection model in distributed edge nodes, which improves the
network security protection and local data privacy protection of the edge nodes. Multi-layer neural networks subjected to
personalized federated training are separated into distinct feature layers to decouple common and individual features, thereby
enhancing the feature processing of heterogeneous node data on the basis of distributed detection. Considering the temporal
features in the measurement data, the potential regular features in the data are deeply mined by introducing the maximum
information coefficient, and the analysis results are fused into the personalized federated training in order to improve the

ability of extracting the personality features of the nodes’ own data. [Results] The park data containing distributed renewable
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energy nodes is taken as an example for simulation analysis, and the proposed method improves the detection accuracy,

precision, recall, and F1 score compared to the traditional federated framework and the detection method that does not

consider correlation analysis. Maximum information coefficient demonstrates better personality feature extraction when

dealing with periodic data. [Conclusions] The proposed method enhances the separation and extraction of common and

individual features of the data, and the detection model exhibits a faster convergence rate when there are a large number of

clients, rendering it more suitable for FDIA detection in distributed renewable energy scenarios.
This work is supported by National Key R&D Program of China (No. 2022YFB3105100).
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Fig. 1 FDIA detection model in distributed renewable energy scenarios
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Fig. 4 Maximum standardized residuals before and after
the attack on each node
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Table 1 Evaluation results of different models

R A TR TES PRk S F1 504
LL 0.8595 0.867 3 0.823 5 0.844 8
CL 0.866 9 0.8753 0.8319 0.8530
FL 0.858 5 0.871 1 0.816 0 0.842 6

SVM 0.879 4 0.8829 0.8535 0.868 0
GCN 0.8812 0.891 3 0.847 5 0.868 8
co-PFL 0.897 1 09153 0.857 8 0.885 6
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Fig. 5 Accuracy evaluation results for different datasets
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Fig. 6 Model detection accuracy analysis with different

number of clients
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Fig. 7 Convergence process for each model in the training

and detection phases
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Fig. 8 Comparison of convergence time of each model with

different number of clients
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Fig. 9 Heat maps of MIC at different time scales
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Table 3 Evaluation results of different correlation analysis

methods
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Table 4 Evaluation results for irregular data
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