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ABSTRACT: [Objective] Aiming at the problems of adversarial attack risks and insufficient offensive-defense coordination
of data-driven algorithms in new power systems, a theoretical framework for co-optimization of adversarial attacks and defense
is established. This framework aims to enhance attack targeting, defense robustness, and the capability to identify complex
attack features, thereby establishing a closed-loop optimization mechanism for offensive-defense co-evolution. [Methods] In
the adversarial attack generation module, a self-attention mechanism is utilized to quantify node feature contributions, and a
Top-K strategy is combined to screen key nodes. An encoder-decoder architecture and reinforcement learning are employed to
dynamically optimize perturbation strategies, and a filter retains perturbations on key nodes to improve attack efficiency. In
the adversarial defense model, a stacked autoencoder extracts static structural features, while a convolutional neural network-
long short-term memory network fuses spatiotemporal features. These multi-modal features are then integrated via a dynamic
weighting strategy and fed into a support vector machine classifier to distinguish attack samples from normal samples.
[Results] Compared with random node attacks, the fast gradient sign method, and projected gradient descent attacks, the
proposed attack method maintains a high success rate while demonstrating robustness across the entire attack intensity range
that better aligns with the practical requirements of power system adversarial attacks. Furthermore, perturbations can be
concentrated on key nodes, verifying the advantage of attack targeting. On the defense side, the fusion model’s performance
significantly surpasses that of single models, highlighting the strong identification capability of multi-modal feature fusion for
complex attack patterns. [Conclusions] On the attack side, the integration of self-attention and reinforcement learning

achieves targeted perturbation on key nodes. On the defense side, the adoption of multi-modal feature fusion enhances the
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identification capability for complex attacks. Furthermore, a dynamic co-evolution of offensive and defensive strategies is

realized through a closed-loop feedback mechanism.
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Fig. 1 Integrated adversarial attack-defense model
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LSTM+SVM P8 . 2 $2 T+ (HERG 2 87. 17% 1%
N 83.12% 44 01K J3 91. 58% F1 434 0. 87) , Hikk
B P 5 25 (AR AE 1 0 031 ) B0 o il A AR 3 I e
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Table 2 Comparison of classification performance metrics
for different models

WA K HlE F14y

AR RI% K% % £
SAE+SVM 67.83 70.83 77.54  0.69
CNN-LSTM+SVM 87.17 8312 9158  0.87
SAE+CNN-LSTM+SVM 9233 9051  93.68  0.92

ZARH TAHERRME (receiver operating characteristic,
ROC) M4 JH TPl — 4 RS P RE L i o0 2 1 A [7]
SrZEEE T EBAPESR T, SRR Py 1 5 F R AK
PRI LI

(42)
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